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Introduction

The Office of Computing and Communications Services (OCCS) provides the central technology tools needed to ensure that Old Dominion University has a secure technology environment.  This document defines a simplified process for departments to perform a business impact analysis/risk assessment for their information assets.  It will be a “living” document and as such can be regularly reviewed and updated by the department.  Through the business impact analysis/risk assessment tool defined in this document and educational programs offered to the university-wide community, departments have the capability to identify and respond to risks for their information assets.

Information sessions will be held early each calendar year to give departmental representatives an opportunity to receive instructions and the process for completing this document.  Departments are encouraged to contact the Office of Computing and Communications Services at (757)683-3189 if they have specific questions or if they would like to arrange a meeting to discuss the process on an individual basis.

CoVA Agency based continuity of operations has become an important issue for the state as a whole. Individual agencies are now more responsible for COOP, with an annual certification by the Agency Head to the Governors office. 
Commonwealth of Virginia Standard SEC2001-01.1
The Commonwealth of Virginia requires each agency to perform a business impact analysis and risk assessment.  This requirement is stated as part of a larger standard on Information Technology Security (SEC2001-01.1).  This standard will soon be superceeeded by CoVA ITRM 500 series. The essential language is very similar:

 The current SEC 2001 standard specifically states:  

“A.1.d)  Each Agency must conduct a business impact analysis and risk assessment throughout the Agency (to include relevant business partners) to identify various levels of sensitivity associated with the information resources as defined; to identify the potential security threats to those resources; and to determine the appropriate level of security to be implemented to safeguard those resources.  The business impact analysis and risk assessment can be reviewed and updated as needed, but at a minimum must be reviewed and updated every three years.”

The entire standard can be found on the Commonwealth of Virginia’s, Department of Technology Planning’s web site: http://www.cim.state.va.us/pubs/cim-pubs.htm#Standards
Business Impact Analysis/Risk Assessment

Absolute security in today’s technology environments is probably not realistic.  However, it is important that users have available a “process of identifying assets and associated risks, determining their magnitude, and identifying what safeguards are needed.”  That process is what many simply refer to as a risk analysis (or in our case, business impact analysis/risk assessment).   It is the department’s decision as to what action to take for the risks that are identified.  That is, live with the risks and take a chance, or implement some or all of the recommended safeguards.  Obviously, factors that have to be taken into consideration when looking at safeguards or changes include costs associated with such action, impact on users, manpower required, as well as the scope of the action.

Management Commitment
The success of a business impact analysis/risk assessment depends on management involvement and their commitment – especially the support for conducting the analysis/assessment and reporting the results.  Even though management may not be directly involved during the process, their endorsement is very important.  Some specific charges for management are:

· Select the business impact analysis/risk assessment team from departmental personnel 

· Formally delegate authority and responsibility for the task

· Review and support the team’s findings

· Make final decision on any specific security implementations

Departmental Business Impact Analysis/Risk Assessment Team

Management must take the first step by selecting a team leader that will be responsible for the process being completed on time, in the recommended format, and reported to management.  The team leader will also be responsible for assuring that risks are reviewed and addressed, updates are made to the initial report, and that a process is in place within the department to annually perform the business impact analysis/risk assessment.  

The team leader must also select a team to conduct and maintain the report as described above.  Although the size of the team will vary based on each department, it is recommended a minimum of three (3) individuals be appointed to the team. The individuals represented on the team should be knowledgeable of their department’s operation, overall mission, and technology environment.  They should also possess an understanding of university operations and the dependence their department has on central systems and operations (and vice versa).

Business Impact Analysis/Risk Assessment Process

Before addressing the specifics of identifying the information assets there are two sections users are encouraged to review and consider how they might be incorporated into individual report.

General Comments

The General Comments section has been included to give the reporting department an opportunity to identify any special situations.  This may refer to the process that was used for the business impact analysis/risk assessment, or it could highlight any unique departmental characteristics.  For example, the department may utilize some special hardware, software, teaching equipment, or have state reporting requirements. Also, there may be some special locations (for experiments and such), or there may even be a dependence on someone else’s technology that needs to be explained.  Bottom line is the department can use this section as they see fit to further explain their business impact analysis/risk assessment.

Business Impact Analysis Process
The State defines “the process of identifying a department’s sensitive information assets” as the business impact analysis.  This section describes any specific business function, process, research or extension environment.  It can be used to describe the environment, and may relate to information assets that are defined in the next section. 

One of the most important assets that must be identified and listed out in a Risk Assessment are "information assets". The University maintains numerous centralized computing resources on the network. OCCS must be informed on the criticality of information assets and their importance on completing the University's mission.  Without this knowledge, OCCS cannot adequately prepare for and respond. 

When analyzing information assets its important to consider information flow. What information is retrieved from a given system, and what type of information is put into or flows through a given system? 
Risk Assessment Process
There are seven basic steps in the risk assessment process that has been described for Old Dominion University.  This section will describe in more detail what action needs to be taken for each step.

Step 1 – Identify Information Assets

 Information assets, in the context of this process, are defined as any hardware, software, systems, services, and related technology assets that are important to the department.  These assets should be identified at an appropriate level of granularity (not too much detail, not too little) and in a manner such that overlap among information assets is minimized.  In some cases it may be appropriate to combine assets (for example, all workstations for faculty, printers, etc.) while other situations may suggest specific assets (for example, mail server, BANNER database machine, student labs, or a specific instructional software package).  It might also be appropriate to have some clear point of accountability (that is, a researcher responsible for lab systems, or a professor using specific hardware or a software package).  The output of this effort will be a list of information assets that can then be prioritized as described in Step 2.  

Example Information Assets:

· Banner - which part? Banner has several major modules.

· Email delivery 

· Notes to Notes (on campus)

· Notes to Off site (Internet email)

· University Portal

· Centralized Printing

· Localized (in building) Printing

· Reporting from information systems and which ones

· Novell LAN, shared files, shred printers

· Novell LAN - applications delivered in the NAL

· Student labs and the specialized software installed in them

· Computers with specialized software such as a controller for a specific machine
· Web Drive system

· University web server

· LIONS 2 system

· Terminal access to Banner

· Black board - current semester

· Black board - prior semesters

· Leo Online

· Online credit card processing

· FSCS

· Teletechnet - courses delivered from Gorntofc
· Web based access to Banner

· Services hosted with an off site provider and the ability to exchange data with an off site provider

Step 2 – Aggregate and Prioritize the Assets
 The team will next select criteria to be used to prioritize the list of information assets as critical, essential and normal.  Candidate criteria include characteristics like criticality, impact, costs of a failure, publicity, legal and ethical issues, etc.  It will be important that the team agree upon and establish a common understanding of the criteria and what it means.  

The team will need to consider the criteria in aggregate and use judgment and experience to classify the assets.  The number of information assets in any priority group is somewhat arbitrary, but becomes unwieldy as it becomes larger.  A good target number for the initial "critical" assets is probably a dozen or so.  Fewer are fine.  Twenty is probably more than desirable.  The remaining assets should then be discussed and identified as either essential or normal (as described below).  This exercise will produce a prioritized list of departmental assets that will be used through the rest of this process.

· Critical – The department cannot operate without this information asset even for a short period of time.

· Essential – The department could work around the loss of this information asset for days or perhaps a week, but eventually the information asset would have to be returned for use.

· Normal – The department as a whole can operate without this information asset for an extended (though perhaps finite) period of time during which particular units or individuals may be inconvenienced and/or need to identify alternatives.
Step 3 - Identify Risks to those Assets

 The Office of Computing and Communications Services (OCCS) will provide a list of common risks for departmental team leaders to utilize in their effort.  After selecting applicable risks from this common list, the departmental team must then identify risks that are specific for their department and compile a complete list (it should be noted that the term risk as used here includes problems and threats).  Risks must be tangible and specific with respect to one or more assets.  Each team member should be encouraged to participate.  The team will clean up the list by getting rid of (or combining) duplicates, combine risks as appropriate, and finally, discard risks that team members do not feel are valid. 

Example risks:

· Severe Weather which can take on many forms - heat, snow, ice, hurricane, …
· Damage to building

· Damage to teaching facility within a building

· Critical skills and the gap that missing people create

· Password or system compromise

· Specialized knowledge for getting and putting data into a system

Step 4 – Prioritize Risks 

Risks (both those selected from the OCCS list and specific ones identified for the department) can then be prioritized.  **Please note it is not a requirement to prioritize the risks but doing so might provide the department with an idea of where action(s) need to be planned.  It might also make subsequent steps in the process more manageable if the risks (which again includes problems and threats) are so ordered.  That is, items toward the top of the list should be those that have the potential to affect larger numbers of more heavily weighted assets.  

Prioritizing risk can be very difficult. On your first attempt, try to use a simple scale such as "very unlikely, unlikely, neutral, likely, very likely". You may write this down as a 1 to 5 scale. On subsequent attempts, you may expand the scale to 1 to 10. What's important is that it is clear to the reader which risks are likely and the highest to happen. 

Examining history for the region may help. For instance, every three to five years a category 2 or higher hurricane makes landfall somewhere near enough to the Norfolk campus so that access to the campus is suspended for a few days, with a commensurate loss in power. Also, every seven to ten years severe weather occurs in the winter with enough snow and ice to make travel around the area quite hazardous. Each of these examples can impact buildings and other resources should there be a breach of building integrity such as a broken window or a leak. 

A table and recommended procedure that can accomplish this task have been defined by the Office of Computing and Communications Services, and departments are encouraged to utilize the technique for getting risks prioritized.  There is no requirement to document this process but departments can include the finalized table if they so choose. 

Step 5 – List and Define Risks
Once the risks have been finalized, they should be listed in a separate section of the report with a sequential number and a brief explanation included for each.  Which risks to list and how much detail is included in the explanation will be left to the team members, and will most likely depend on how much is known about the specific risk.  The form to use in this step is included in the risk analysis template.

Step 6 – Reference Risks to Critical Assets  
The critical assets (with highest ranked listed first) will be listed on the form provided with the risk analysis template, and then each related risk identified by number (from the previous step) could be included.  Any comments needed to clarify a specific situation can also be entered in this section.  This format will help departments in reviewing the potential solutions and possible implementation plans for the critical assets and their associated risks. 
Step 7 – Recommendations for Resolving or Remediation of Risks
Basically there are three options for the team in this step.  They are:

· The risk (or risks) for an asset will be addressed within a specific timeframe and some brief explanation should be included to define the solution(s). 

· The risk (or risks) for an asset will be defined but controls not implemented because of information determined during evaluation, or special situations defined in the risk analysis document (new software expected, moving to new location, etc.).

· Controls addressing the risk (or risks) for an asset will not be implemented based on factors (time, budget, etc.) in the department or operating unit.

If the team determines a risk will not be addressed at the specific time the initial report is prepared (for whatever reason), it should be so noted in the report (using the template).  The detail included in this case will rely on how much evaluation is done by the team.  For the risks that can be addressed, the template gives the team members the opportunity to describe a proposed solution, justify the solution, provide any cost/benefit analysis, and propose an implementation date.  NOTE:  It may be appropriate for the team to make more than one recommendation in which case each should be described using the template.

· As an initial step, the team should consider the probability of an incident (risk) occurring and what may be involved in recovering.  This step may provide sufficient information to determine whether to proceed with a more detail analysis (as described below) or document that the risk is going to be accepted and the department is not going to take any action.

If the team feels there are appropriate solutions, the following steps should be followed:

· Identify each solution that might be implemented (this includes technical and manual solutions, as well as policies and procedures) and appropriately document.  It may be obvious at this early point only one solution is applicable and it should be so documented (as well as specifically why the others were dismissed as solutions).

· Provide a justification for each proposed solution -- this may be the same for each or it could be different, in which case it will be useful in any evaluation.  The obvious justification is that the solution will handle the problem, but a specific solution may not handle all risks. 

· Develop a cost/benefit analysis for each proposed solution (in some cases this may involve other departments or units).  This should include (but not be limited to) capital and direct costs, staff costs, training and support, and any ongoing operating costs. 

· Specify any known implementation plans or specific dates for the solutions.  This could be an important consideration depending on the severity of the risk and the timeframe involved for implementation. 

Even though the team leader may delegate responsibility for looking at specific risks and possible solutions, that individual will be the one to make a recommendation or final decision to departmental management.  The team leader will also need to decide what should and should not be included in the initial report, and what might be added later in the quarterly reports. 

Departmental Management and Final Decisions

There will be situations where proposed solutions are straightforward and easily implemented.  However, for other solutions the decision on what to do and when to do it will be much more difficult.  It is strongly suggested the team involve departmental management as much as possible so they can be both informed and part of the decision process when necessary.   This is particularly true if proposed solutions are not part of the annual budget and funds will be needed for full implementation. 

If there is more than one solution, departmental management will need to look for an economic balance between the impact of each risk and the cost of security solutions intended to manage it.  Although this should be part of the effort by the business impact analysis/risk assessment team, it is advisable to keep management involved for final decisions. 

Depending on what is available (both in solutions and in dollars) the best solution may not be the one implemented.  There certainly needs to be an economic balance between the impact of a risk and the cost of a specific solution.  The team will be expected to work closely with departmental management on a final decision in cases such as this.

If resources are not available within a department to address risks on critical assets, departmental management should be notified so some corrective action might be taken.  Protective measures (controls) needed for essential and normal assets might well be easier to implement and departments should be encouraged to do so. 

Risk Analysis Reporting

Each departmental business impact analysis/risk assessment team is expected to complete a report that can be easily shared with those parties involved in the process, and that can be sent via e-mail to the Office of Computing and Communications Services (OCCS) at riskassess@odu.edu, who will maintain a central repository of reports. 

The business impact analysis/risk assessment report template (in Microsoft WORD and EXCEL format) has been defined and included on the web site for the Office of Computing and Communications Services http://occs.odu.edu/security/risk/index.shtml. The report contains the following major sections (departments are encouraged to add material that they feel is important to make the report complete).

· Title sheet
Contains department name and team members

· General Information
Indicates department head, team leader, and dates

· General Comments
General comments concerning the department or process

· Information Assets
Departmental list of information assets (critical assets are prioritized)  

· Prioritized Risks
Risks presented in order of importance to department with brief definition

· Assets/Related Risks
A list of the critical assets and risks that are associated with each

· Recommendations
Identifies any known options available to address risks with an appropriate


cost/benefit analysis

NOTES:

· A blank form is available to be used in determining the prioritized risks.  The user can decide whether to include that as part of the report or to simply keep in the department.

· If any solutions are considered at the time of completing the report, each should be included in the Recommendations section with the related cost/benefit analysis.

Reporting Structure

After the department has completed the business impact analysis/risk assessment report and after each meeting to update changes, materials can be sent electronically to the Office of Computing and Communications Services (OCCS) at riskassess@odu.edu where a central file for each entity will be maintained.  This will enhance the ability to determine who is completing the business impact analysis/risk assessment and will provide the auditing personnel (both State and Old Dominion University) with a central location for reference.

Review and Report

The departmental business impact analysis/risk assessment team will meet as needed to review what work has been accomplished and to discuss specific strategies.  This review will be determined by actions taken or a possible major change in technology.  The team should record what has been done to address specific risks and maintain for a “year-ending” report to management (although they may decide to report quarterly).  This meeting can also be used to address new issues and to consider if any risks might need to be discussed on a university-wide basis.

Questions related to this departmental risk analysis may be directed to the Office of Computing and Communications Services (OCCS) at (757)683-3189 or via e-mail to riskassess@odu.edu.
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